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1 Byzantine Reliable Broadcast extension [1]

- Stochastic communication samples
instead of quorums

- Concurrent transaction transfers via
broadcast channels identifications

Broadcast
channel ID

Broadcast instance

ID’ A bT'b Echo sample
' A Byzantine reliable broadcast samples

- Byzantine Agreement at
reduced communication
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2 Proof-of-Bandwidth-based Reputation system

- Measure available bandwidth of peers over Ay ek LS
ro u n dS Round 1 BW'U’ BW' BW' @
. . Round 2 BWY; | BWk BWh (O:} Probe messages exchange o
- Detect fluctuations of bandwidth : - - :
Round R BW"; BW™, BW"",
- Assign local scores accordingly N
Node;'s local score vector :
- Aggregates the local scores over the
network into global ones via a reputation M- (w0 o @ e @y -
system [2]

Proof-of-Bandwidth scheme

m) Sybil attack defense
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Preliminary Results
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Our proposition

- Solve double spending at a low cost

»  Provide a defense to Sybil attack

-+ Suitable for public environments

Perspectives

- Formal analysis

- Supplementary features
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